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Abstract
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data and jobs, instead of having to trust others to act
appropriately.
However, because such mechanisms do not currently
exist in the Grid middlewares like the Globus Toolkit [1],
we propose a unified system for Grid credential auditing
and abuse detection in this paper. This system builds on
the concepts presented in [2], [3] and is extended with
automatic classification of auditing information, giving the
end user decisive feedback if their credentials might have
been abused.
The remainder of this paper is structured as follows:
After a brief introduction to security measures and implementations in Section II, we introduce our auditing infrastructure and give a broad overview over its components
and functionality in Section III. In Section IV we go on to
present our approach for automated abuse detection using
Bayesian Networks before elaborating on the simulation
we used to validate our approach in Section V. The final
sections show some related work (Section VI) and sum up
our contribution before giving an outlook in Section VIII.

I.
. Introduction

II. Grid security and security risks

The Grid relies heavily on public-key infrastructures,
delegated authorization and single-sign on to realize its
goals of an ubiquitous, easy-to-manage computing resource. However, these concepts introduce security risks
that so far have hindered adoption of the Grid in sensitive
areas of science and industry.
Today there is no technology for completely preventing
proxy credential abuse – like unauthorized manipulation of
data, resource consumption or tampering with Grid jobs.
In this paper, we describe a method to reduce the risks
by providing rapid notification as soon as credential abuse
is uncovered. Providing the user with timely information
about credential abuse and mitigation options increases
security of the Grid as a whole and gives the users more
control over their credentials. By executing this control,
users can actively prevent unauthorized access to their

In current Grid environments, authentication and authorization of users and resources are key security functionalities. The relevant middlewares handle authentication by means of a public key infrastructure and X.509
certificates [4] to replace mechanisms like conventional
username/password authentication. In the Globus Toolkit
and its derivatives like gLite [5], a widely used implementation of this solution is provided by the Grid Security
Infrastructure (GSI) [6].
In addition to providing a means of authentication,
the GSI includes essential features like single sign-on
and delegation of rights from users to Grid resources. It
relies on proxy certificates to implement these features. In
contrast to the certificates issued and signed by a trusted
Certificate Authority (CA) – so-called end-entity certificates or EECs –, these proxy certificates are signed by the

Proxy Credentials serve as a principal for authentication and authorization in the Grid. Despite their limited
lifetime, they can be intercepted and abused by an attacker.
We counter this threat by enabling Grid users to track
their credentials’ use in Grid infrastructures, reporting
all authentication and delegation operations to an auditing service. Our approach combines modifications to
the security infrastructure with a Bayesian classifier in
order to provide a reliable method for detecting abusive
Grid credential usage and alerting the legitimate user.
To validate this approach we created an extensive Grid
simulation, simulating different types of legitimate and
illegitimate use of credentials. Our experiments show that
we can detect 99.5% of all abuse and our solution can
thus help to increase security in the Grid.

user themselves. They can also be derived from another
proxy certificate by using that certificate’s corresponding
private key for signing. By signing each certificate with
its predecessor’s private key, a connection between derived
proxy certificates is established that allows Grid resources
to resolve the certificate chain of trust up to the EEC
and eventually to the CA. Proxy credentials are regarded
as a trustworthy single-factor authentication token and
usually inherit the original certificate owner’s full set of
rights. This delegation of rights is a key component of the
GSI. In a protocol that is part of the security handshake,
the delegation giver offers a delegation to the delegation
receiver who then creates a proxy certificate request and
has this request signed by the delegation giver. Without
transmission of private keys over the network, there is
now a new delegation that can be used for authentication
and – if not limited by the appropriate flag in the certificate
metadata – for delegation.
Security issues can arise from another peculiarity of
proxy certificates: While the private key for an EEC is
usually protected by a passphrase (creating a two-factor
authentication device) this is not the case for proxy credentials1 . If their private key was encrypted, single signon would not be possible since the correct passphrase
would have to be entered by the user for each and
every usage in the Grid. In addition, proxy credentials are
stored in unencrypted form on Grid resources, creating a
significant abuse potential. Any person with appropriate
operating system privileges can read and potentially use
these credentials.
If a Grid resource is successfully compromised by
an attacker who has gained elevated operating system
privileges, all proxy credentials on that resource at the
time of the attack are available for abuse. Since the Grid
is comprised of many different resource providers, one
administrator’s failure to secure their resources can lead
to a Grid-wide security breach. The attacker can abuse
the proxy credentials to consume resources in a legitimate
user’s name, manipulate data and jobs as well as launch
further attacks on Grid resources. They can also outmaneuver a proxy credential’s limited lifetime by constantly
monitoring for new credentials that enter the compromised
system, giving them effectively unlimited access not only
on the Grid resource that they originally attacked, but all
others that accept the intercepted proxy credentials. Since
Grid initiatives all over the world cooperate closely, this
could mean worldwide access.
This potential is deemed an unacceptable risk by many –
prospective users and resource providers alike – and hinders the adoption of Grid Computing in many fields of
1 The term ”proxy credential” implies a proxy certificate, its corresponding private key and the whole chain of issuing certificates including
the EEC.

science and industry. In addition, many regulatory bodies
require detailed logging and tracking of authentication
procedures. We have therefore designed a system that
allows Grid users to track every usage of their delegated
proxy credentials in the Grid and thus makes security
measures more transparent.

III.. A Grid Auditing System
Proxy credentials are repeatedly created for various use
cases during the lifetime of a Grid job. Since private keys
should never be transmitted over the network, a new proxy
is derived every time a communication peer (i.e., a Grid
resource) needs a delegation to perform a given task. The
delegation process is completely hidden from the user and
they have no way to inquire about usage of their certificate.
We address this issue with a proxy credential auditing
system that track all credential usage. The Grid auditing
system has been outlined in previous work [2], [3], so we
are going to resort to only a brief introduction to the key
concepts.
Our system gives the user a possibility to track all usage
of his/her proxy credentials within a Grid infrastructure,
see which resources currently hold a delegation and assess what exactly they are being used for. The system
then aggregates this information and applies statistical
methods in order to detect potential abuse. The proxy


Auditing-enabled Grid
resources (1)

Audit tracks

Auditing
web service (2)
Detection
component (3)
User front-end (4)

Fig. 1. Components of proxy auditing infrastructure
auditing infrastructure as shown in Figure 1 consists of
the following key components: (1) Modifications to Grid
middleware components to enable proxy usage logging.
(2) An auditing web service that receives messages from
modified components. (3) An aggregation and detection
component that infers meaning into the raw data. Finally

(4), a comprehensive front-end for the user, clearly indicating abusive usage.
We have modified the libraries that form the GSI layer
for the Globus Java WS-Core to check incoming proxy
certificate chains for presence of a specific X.509 extension
that indicates the user’s wish to audit this certificate’s
usage in the Grid. Inclusion of such information as an
X.509 extension has a number of advantages, with the most
important being non-repudiation and accessibility – since
the proxy credential is available at any Grid resource, no
further in-band or out-of-band communication is necessary.
If said extension is present, the modified GSI libraries
track the certificate usage and compose an audit record.
This record is then sent over a GSI-secured channel to
the central element of our system – a WSRF [7] web
service which is deployed into a standard Globus container
application server. The auditing web service aggregates all
data and saves it to a back-end database.
This paper focuses on the component that is denoted as
(3) in Figure 1. This detection component correlates usage
patterns obtained via auditing records to reach a decision
if a specific usage record is indicative of proxy credential
theft and abuse. The victim, i.e the legitimate user whose
credentials were abused, is then notified via the user frontend or other alarm mechanisms.

IV. Abuse Detection
In the previous sections, we have identified a threat
to PKI-based Grids and deducted a need for auditing
proxy credentials. We have also introduced an auditing
infrastructure that accumulates credential usage data. In
its raw, unprocessed form, the collected auditing data has
little meaning for the end user – they are not familiar
with many of the internal workings in a Grid and can
hardly differentiate legitimate from abusive usage patterns.
It makes no sense to put the burden of abuse detection on
the user – this is in fact one of the key features for a
comprehensive auditing infrastructure. Ideally, the system
should clearly flag suspicious usage tracks and notify the
user of possible credential abuse.
When designing an abuse detection component, we had
to first choose between different concepts of detection
rulesets. A traditional rule-based approach, as it is implemented in many security software products ranging from
intrusion detection to malware removal, requires expert
knowledge of the Grid infrastructure and must constantly
be tuned to counter new threats. In a highly dynamic
infrastructure like the Grid, this would require significant
manpower. Therefore, we decided to tackle the problem
of credential abuse detection using methods of machine
learning.

Machine learning encompasses algorithms and techniques that allow computers to make intelligent decisions
based on a small amount of manually labelled training data,
significantly reducing the necessary manpower. There is no
need for knowledge of underlying probabilities and thus
auditing data is an ideal use case for these techniques.
Additional training data can be collected whenever the
user is alerted and agrees or disagrees with the system’s decision. Among the various methods of inferring
decisions using only limited domain-specific knowledge,
Bayesian classifiers have been employed successfully for
decision-making in various fields, from power-network
failure detection to e-mail filtering (see section VI for some
examples). They have been shown to be robust, scalable
and having a high accuracy [8]. The classification is based
on underlying Bayesian networks (also called ”belief networks” in literature) which are used for modeling uncertain
knowledge.

A. Bayesian networks and classifiers
A Bayesian network (see [9]) is represented as B =
{G, P }, with G being a directed acyclic graph (DAG)
and P being a joint probability distribution. Directed edges
between two nodes in the DAG indicate a dependency (i.e.
a probabilistic influence) between the variable denoted by
the source and that of the target of the edge. For each
node X in the network, the probability distribution for
X is only conditionally dependent on its parents. These
probabilities can be known beforehand or estimated from
data, for example by means of the Maximum-likelihood
estimation [10].
A Bayesian classifier combines the Bayesian network
with the (estimated or known) probabilities to create a
classifier. The classifier is build using training data and can
then be applied to make decisions on unknown behavior.
In our case, the data to decide upon is generated from
proxy credential auditing – and the classifier is tasked with
labelling specific audit trails as legitimate or abusive, based
on its prior training.

B. Obtaining training data
Obtaining training data in a live Grid environment
proved infeasible for mainly two reasons. First, since our
auditing infrastructure is currently not part of any major
Grid toolkit and only used in testbed environments in
Germany and the UK, generation of training data with
significant variation was not possible. A small test bed
cannot be representative of a nationwide Grid infrastructure like D-Grid or even trans-national Grids like EGI. In
addition, there are currently no known Grid abuse cases –
perhaps owed to a lack of detection capabilities – to train

the classifier on. While we were able to create abuse
cases in our controlled environment, doing so in an actual
production Grid would be a criminal offense.
After careful consideration of the necessary parameters
and conditions, we decided to undertake a simulation of
a Grid infrastructure to generate the data necessary for
training and validation of our classifier.

C. Modeling credential usage in the Grid
Our decision to validate the approach of Bayesian abuse
detection on a simulated Grid gives us a bigger flexibility
than the limited testbed data would have. We can now
validate our approach even under very adverse conditions,
such as very atypical Grid usage or a very high number of
auditing tracks per user. Many of these borderline scenarios
would be almost untestable using a lab environment – and
obtaining a proof of concept in a live environment is not
good practice.
A sensible model of Grid usage was necessary to create
a valid simulation. From observations in our live Grid
infrastructure, we took the assumption that in most regular
Grid use cases, workflows are rather similar. First, a job is
composed on a machine that serves as the user interface,
then submitted to the job scheduling machine – in this
case a Globus GRAM. Before computation commences,
input data is copied to the cluster nodes. These execute the
actual job and copy back any output data to the storage
subsystem. These very basic assumptions stem from the
fact that computation without data is rarely useful; at least
not in the scientific disciplines that make up the bulk of
Grid users.
We modelled Grid usage in our simulation around this
basic workflow while allowing for large variations in the
workflow. While some users follow the basic workflow,
others make heavy use of data storage facilities using
them multiple times during a job. Others show extremely
compute-intensive usage patterns. We are convinced that
by allowing for this variation, we have achieved a model
that – although neither fit nor intended as a complete
Grid model – illustrates the different ways Grids and Grid
credentials are used.
For each step in the workflow mentioned above, proxy
credentials play a crucial role for authentication and delegation. Each credential usage, either for authentication
or as delegation source, will be reported to the auditing
service providing the current location (i.e., host name), the
type of usage (authentication or delegation) and the proxy’s
unique serial number. Using the location information as a
topological indicator, we can trace the credential’s ”path”
through the Grid. We store this topology information in a
Grid path graph, a directed graph where each node in the
graph corresponds to a resource in the Grid. There exists
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Fig. 2. A graph of credential usage during the
phases of a Grid job.

an edge between node A and B if a credential was used
in communication from resource A to resource B in the
Grid. Using frequency information, we can estimate the
probabilities that a credential will be sent between two
resources in the Grid.
We can also identify the level on which the credential
is located and its position among its siblings for each
credential. We model the credentials with a credential
graph. This graph has a tree structure in which the root
node is the first-level proxy credential that includes the
auditing extension. For each subsequent delegation, a new
node is created and an edge is added that connects the
node to its parent. Nodes that have the same parent are
called siblings and are ordered based on time of creation.
Using frequency information we can the probability that
a credential has a certain number of ancestors or that
a credential will be used to create a certain number of
children. Together, the Grid path graph and the credential
graph are indicative of abuse.
Figure 3 shows an example of a credential graph. In this
example credential 1.1. is used three times for delegation
and thus 1.1.1, 1.1.2 and 1.1.3 are created. These credentials are considered siblings and the numbering indicates
that 1.1.1 is created before 1.1.2. The rightmost credential
usages are for authentication purposes and thus no further
delegations are created.
If an attacker obtains a valid set of Grid credentials on a
worker node, they might use these credentials for malicious
purposes, such as submitting a Grid job back to the GRAM
from the worker node (as denoted by the dashed line in
Figure 2). The credential would then travel along an edge
in the grid path graph which is very infrequently used, i.e.,
differs from the usual workflow and thus raise suspicion.
One alternative attack scenario is if the attacker obtains a set of credentials and uses the same credentials
for repeated delegations.Then in the credential graph the
credential would have more children, i.e., there exist
credentials with unusually high sibling number, than the

typical credential and hence raise suspicion. If, on the other
hand, the attacker has compromised several nodes and
sends credentials repeatedly back and forth between the
nodes, a given credential might have many more parents
than is typically known for a non-compromised credential.
For this reason, we will also employ the credential paths
as a method of detecting abuse.

D.
. From Networks to Classification
As the Grid path graph and the credential graph both
contribute to our knowledge of abuse versus legitimate
usage, we will use knowledge from both to create our
Bayesian classifiers. We overlay the Grid path graph on top
of the credential graph to correlate the information in both
graphs. We consider an augmented credential graph, where
each node, in addition to the unique credential id (cID),
the number of ancestors (#ans) and the number of siblings
(#sib), also keeps information about the path that the
credential has taken in the Grid path graph (gridP ath) and
to which user (userID) the credential belongs. Each node
in the augmented graph hence contains the following tuple:
(userID, cID, #ans, #sib, gridP ath). Each feature of
this tuple is considered to be one variable in the resulting
Bayesian network. It can be argued that the gridP ath variable is independent from the other variables; any credential
is equally likely to take a certain path in the Grid. However,
while the variables #ans and #sib are conditionally
dependent on cID, we will assume independence between
the variables.
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Fig. 3. The credential graph corresponding to
Fig. 2.
We use the Weka software [11] to learn the structure
of the Bayesian network (G from Section IV-A) from a
training set. Once we have found the DAG structure, we
use a Maximum-Likelihood estimation [10] to estimate the
probabilities needed for the probability tables of each node
(P from Section IV-A). Finally we are ready to classify
previously unknown behavior as either being malicious or
non-malicious.

V. Evaluation
For evaluating the performance we used our simulations
to generate labelled training data. Each simulation contained a set of different user groups, each with a different
user profile and workflow. We varied these profiles, the
number of users, jobs per user and so on, as well as the
attack to get an overview of how the system would work
in a general setting. In the coming section we describe the
method for generating training data. Following that, we
will report on our results.

A. Simulating a Grid with WEKA
When simulating the Grid, we opt to simulate a large
variety of different user behavior to best capture variance
between different types of Grid usage as well as users.
We ran 5 different experiments, each generated randomly
based on a specific experimental profile. Each experiment
was run 5 times with the same parameters and generated
different, but similar behaviour, based on the profile. The
experiments contain 6 different user groups that all have
the same number of users. These user groups correspond to
Virtual Organizations (VOs) or scientific communities in
the Grid nomenclature. The behavior between user groups
differ – as it would between different VOs – and there are
overlapping users between the different user groups which
can be the case if a user is a member of more than one VO
(for example, because they are members of several Grid
projects). Based on the experiment profile, users in a user
group have similar behavior to each other – which is likely
to happen in the real world, where users within one VO or
user community often use similar tools and employ similar
workflows.
Based on each VO’s profile, we randomly generate user
profiles and then generate credential usage accordingly.
A user profile specifies the probability for a credential
to ”move”2 between nodes in the Grid. It also specifies
the probability that the same credential is used several
times for different purposes, i.e., the probability of a split
(see Figure 3 for an example). The maximum number of
allowed splits for a credential at a given time is specified
by the experiment profile and varies between different user
groups. In common for all legitimate credential usage, the
probability for a credential to be used on the same node
is lower by a certain factor specific to the experiment
profile. The similarity between the abusive and the legitimate users’ profiles is varied based on the experimental
profile. In some cases the abusive behaviour differs only
marginally from the legitimate users, while in other cases,
the difference is substantial.
2 The credential itself does not change places, but a new delegation is
created

For each user, the number of jobs is generated randomly
between zero and a fixed upper limit (specified in the
experiments profile).
We generated data for abusive behavior using two
different additional user groups for attackers. The first case
of abuse represents malicious resource consumption by
submitting more jobs, reflected by creation of more rootlevel proxy credentials. In addition, this first abuse case
uses a higher probability for a credential to ”loop”, i.e. be
submitted to the host it was created on.
The second case of abuse represents a probing attack
where the same credential is reused several times to perform different tasks. In a real Grid, this behavior is occurs
when the attacker quickly scans all available resources for
interesting information, using a legitimate proxy credential
as the authentication token.

tp + f n = |x|. We employ 10-fold cross-validation [11]
and precision and recall are calculated for each class
(abuse/nonabuse) separately for an experiment and averaged based on the number of instances in the class. Our
experiments show a high average precision and recall.
For precision we have 99.5% with a standard deviation of ±1.1%. The corresponding values for recall are
99.5% ± 1.3%.
In our current model, the rate of false positives – i.e.,
legitimate credential usage which is mistakenly flagged as
abusive – is 0.4%, which is a very low rate. The false
negative rate (abusive usages which are mistakenly flagged
as legitimate) is only marginally higher and amounts
to 0.7%. These results underline the very high overall
accuracy and versatility of our approach.

VI.. Related Work

B. Results
The result of each experiment is a set of credential
usages reported to the auditing system. Because of the
random nature of the experiments, the total number of
usages differ both within as well as between the different
experiments. On average, we have just over 1.4 million
credential usages in each experiment, with a minimum of
379 and a maximum of over 6.7 million. Additionally, the
ratio between legitimate and abusive usage differs between
experiments. In some experiments the ratio is extremely
skewed, with very few abusive cases, while others have
many more abusive cases. The skewed experiments would
represent monitoring Grid usage for a long time and then
having an attack occur. The amount of attack data would
then be small in comparison to the legitimate data. On
average abusive usage constitutes 4.5% of all usage in our
experiments.
The two most interesting values in our result set are the
values for precision and recall. Precision is defined as in
[11]:
precision =

tp
(tp+f p)

with tp being the number of correctly classified credential
usage data for a class x and fp being the number of usages
classified as x among those belonging to another class.
It is thus the proportion of data which truly has class x
(with x being abuse or non-abuse) among those which were
classified as class x.
The recall or true positive rate for a class x is the
proportion of examples which were classified as class x
among all examples that truly belong to class x. Recall is
defined as:
recall =

tp
(tp+f n)

where fn is the number of usages that belong to class
x but have been classified as belonging to another class.

Grid security is a widely researched field, with many
projects related to ours.
The Globus Toolkit itself offers a feature dubbed
”GRAM Audit Logging”3 , which, despite its name, is an
essential component for usage metering and accounting,
not for security purposes.
A number of projects are engaged in research towards
limiting a delegation’s level of authorization and thus
decreasing the abuse potential of Grid credentials. All of
these approaches attempt to limit the use that a stolen
proxy credential has for a perpetrator.The Globus Toolkit
tackles this approach by issuing special ”limited” proxy
credentials on several occasions.
It should also be noted that the proposed architecture
is not an intrusion detection system. In conventional or
Grid-based IDS (such as outlined in our previous work
in [12] or the D-Grid project GIDS [13]), attack events
are being detected by surveying the network or by hostlocal components, not by analyzing credential usage. Our
project also aims at those cases where IDSes regularly
fail – when a legitimate user turns malicious, his actions
are an intrusion per se and therefore can rarely be detected.
In previous literature, Bayesian classifiers have been
used for diverse applications such as modeling of power
network failure [14], spam detection in e-mail systems
[15], [16] and detection of spam bots in social networks
[17]. The work by Wang in [17] shows similarities to
our work as it uses graph features such as the number
of friends, the number of followers as well as well as
the ratio between followers and friends in order to detect
spam bots on Twitter. Because of their efficiency and high
accuracy that compete with state of the art classifiers, we
have chosen to use Bayesian classifiers for our work.
3 http://www.globus.org/toolkit/docs/4.0/execution/prewsgram/
Pre WS GRAM Audit Logging.html

Our specific area of research has not yet been tackled in
the Grid world and the approach to classify Grid credential
usage using statistical methods is novel.

VII. Future Work
While our work on simulating Grid usage has served
well as a proof of concept, more practical experience is
a major priority for our development. In the near future,
we will work at moving the auditing infrastructure from
controlled testbed environments into the field to crossvalidate our approach in production Grids. While other
projects (i.e., the UK NGS [18]) have already adopted and
built upon our concept, a ”‘stress test”’ in cooperation with
a Grid resource provider is our next goal.
To further develop our detection mechanism, we will
evaluate how additional auditing attributes (such as job
type or type of data retrieved with a delegation) can further
improve the detection rates, especially in borderline cases.
Middleware support for the non-webservice parts of
the Globus Toolkit, especially support for Globus 5, is
an additional feature we plan on implementing. This will
enable further resources and components for auditing and
pave the way for inclusion in middlewares like gLite.

VIII.. Conclusion
In this paper, we have presented a comprehensive solution for auditing of Grid proxy credentials and shown
that reliable abuse detection based on Bayesian classifiers
is feasible. This contribution will help pave the way for
Grid applications in fields of science and commerce which
require auditing for regulatory or security reasons.
We have created a model for various Grid usage scenarios that allowed us to simulate a vast spectrum of
different usage patterns – from fairly standard workflows
to very extreme cases. Based on this model, we ran
several experiments to generate large sets of training and
validation data, incorporating millions of credential audit
records.
We used the generated data to build and validate a
Bayesian network and classifier. Both precision and recall
show consistently high values (99.5%) with little variation
indicating that we are able to detect different types of abuse
among a variety of different users and user groups. These
results show that it is possible to automatically detect
abusive Grid usage using solely Grid topology and proxy
credential information. We were able to achieve a high
average precision and recall, while almost avoiding false
positives or false negatives.
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